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1	3GPP Work Area *	Comment by John M Meredith: Put an X in one or more of the boxes.
	X
	Radio Access

	X
	Core Network

	
	Services



2	Classification of WI and linked work items
2.0	Primary classification *	Comment by John M Meredith: Put an X in one of the boxes in the table below. A work item must be classed as one and one only of the listed categories.  For more guidance, see 3GPP TR 21.900 §6.0.2.
This work item is a … *	Comment by John M Meredith: WIs are identified by their
	title: see guidance above 
	unique_id: a numeric value which, once allocated, never changes
	alphabetic (or alphanumeric) code (acronym): for guidance, see "A word on WI codes/acronyms" at http://www.3gpp.org/Management/WorkPlan.htm .
	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	X
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any) *	Comment by John M Meredith: Identify any work, possibly in a previous Release, which gave rise the current Feature.

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	700046
	Security aspects of NB-IoT
	Rel-13 SA3 TS 33.401

	720093
	Enhancements of NB-IoT
	Rel-14 RAN 

	720081
	Study on extended architecture support for cellular Internet of Things
	Rel-14 SA2 TR 23.720

	730059
	Extended architecture support for Cellular Internet of Things
	Rel-15 SA2 TS 23.401, TS 23.682, TS 23.060, TS 23.271



This work item is … *	Comment by John M Meredith: Normally, put an X in one box only.  In simple cases, a single WID can be used to specify two or more stages. For guidance on the definition of stages, see 3GPP TR 21.900 §4.1.
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	X
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)




2.3.1		Stage 1
	Source of external requirements (if any) *	Comment by John M Meredith: Identify any requirements specified in, eg, an OMA specification, and which need to be considered during the elaboration of the current stage 1 work.

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2		Stage 2  *	Comment by John M Meredith: It is recommended that the stage 1 specification justifying the stage 2 work be identified. This will typically be in a 3GPP stage 1 TS (give the TS number if already allocated) or, if no TS is yet available, in the corresponding WID (give the Unique_ID value).  Alternatively, it is possible that the stage 1 is to be found in the publication of another body, in which case the second table should be used; be as explicit as possible in identifying the stage 1.
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	720081
	Study on extended architecture support for cellular Internet of Things
	Rel-14 SA2 TR 23.720

	730059
	Extended architecture support for Cellular Internet of Things
	Rel-15 SA2 TS 23.401, TS 23.682, TS 23.060, TS 23.271



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: * 	Comment by John M Meredith: Briefly explain why no stage 1 is necessary. If the stage 1 is specified by a body other than 3GPP, then identify the source and explain why stage 1 harmonization with 3GPP is not needed.  This situation is exceptional.
Go to §3.
2.3.3		Stage 3 *	Comment by John M Meredith: It is recommended that the stage 2 be identified, or, if none, the stage 1 work which gives rise to the stage 3 WID being specified. Occasionally a stage 3 work item will arise from implicit provisions of another stage 3 TS, or even a Change Request to an existing stage 3 TS (which must itself be associated with a work item).
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s)
Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 	Comment by John M Meredith: Briefly explain why no stage 2 is necessary. If the stage 21 is specified by a body other than 3GPP, then identify the source and explain why stage 2 harmonization with 3GPP is not needed.  This situation is exceptional.
Go to §3.
2.3.4		Test spec *	Comment by John M Meredith: All testing items must be associated with the provisions of a testable, stage 3, requirement.
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5		Other *	Comment by John M Meredith: This clause is intended to be used in rare cases where the work does not fit into the foregoing classifications.
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4		Work task *	Comment by John M Meredith: For guidance on the use of work tasks, see 3GPP TR 21.900 §6.0.2
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification *	Comment by John M Meredith: Explain in sufficient detail why this work is needed.
In Release 13, security requirements/solutions for “Narrowband Internet of Things (NB-IoT)” have been studied. TS33.401 gives a definition of “data via MME” and agrees that user data via MME should be confidentiality protected and shall be integrity protected.  Solutions are also proposed to protect suspend and resume procedure of RRC connection in NB-IoT user plane optimisation solution. 
In release 14/15, 3GPP is extending NB-IoT to achieve even lower device power consumption, while maintaining the coverage and capacity of NB-IoT network.  
Inter-RAT idle mobility and coverage enhancement have been endorsed in Rel-14. A UE which supports NB-IoT RAT might support other RATs like WB-E-URTAN or GSM.  Security solutions should be studied in TS 33.401 to protect the inter-RAT procedures. Supporting coverage of enhancement may require use of extensive resource, so authorization of use of coverage enhancement should be implemented. TR 23.730 has reached an agreement that a new subscription parameter called Enhanced Coverage Allowed parameter should be added in HSS. During attach or TAU/RAU procedure, UE shall use this parameter value to determine if enhanced coverage feature is allowed or not. TS 33.401 should be modified to keep consistent with this change.
Furthermore, to improve the mobility, 3GPP has adopted RRC connection re-establishment for NB-IoT /DoNAS. A primary conclusion made by SA3 points out that security protection for this procedure is needed. Based on the evolution of NB-IoT, it is timely for SA3 to provide security solutions to support the enhanced functions.
4	Objective *	Comment by John M Meredith: Give details of the goals to be achieved under this work item.  The level of detail required is explained in 3GPP TR 21.900 §6.0.2. Generally, the deeper the work item is in the heirarchy, the greater the level of technical detail need in the WID.  For high level items (Study Items, Features), the text of this clause should avoid technical language insofar as possible, and concentrate on the benefits which the work will bring to the 3GPP system or its usrs.
The objective is to study the further security enhancements to 3GPP system to support Narrowband Internet of Things (NB-IoT).
The followings should be taken into account for the study:
1) Support security inter-RAT idle mode mobility for NB-IoT.
2) Security solutions to protect RRC connection re-establishment procedure in control plan optimisation solution.
3) Support authorization of use of coverage enhancement.
4) Specify other security aspects as needed to support the solution developed by 3GPP.
5	Service Aspects
N/A
6	MMI-Aspects
N/A
7	Charging Aspects
N/A
8	Security Aspects
This Building Block.
9	Impacts *	Comment by John M Meredith: Put an X in one or more boxes.  Use the "don't know" row only if the impacts are unpredictable at the time of writing the WID, not as an excuse for failure to consider the greater picture.
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X



10	Expected Output and Time scale *	Comment by John M Meredith: The time scale for the work is implied by the plenary TSG meeting at which the resulting deliverables will be seen and approved.  There is no need to revise the WID if these initial estimates change during the course of the work, unless other significant changes (eg a change of objectives) are also required, in which case the plenary meetings can be corrected and, if known, the formal numbers for the new TSs and TRs given in place of the original placeholder numbers.
	New specifications *
[If Study Item, one TR is anticipated]	Comment by John M Meredith: List, in the top part of the table:
	the new specification(s) which will be produced under this work item
		if possible, give the spec series intended (see 3GPP TS 21.900 §4.0);
		identify the remaining three digits with a temporary designation - eg 34.tpw
		in the case of TRs, indicate whether the TR is:
			xx9xx = intended for publication by the Organizational Partners; or
			xx.8xx = for interal use of 3GPP and not to be published

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	Affected existing specifications *
[None in the case of Study Items]	Comment by John M Meredith: List, in the bottom part of the table:
	existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 33.401
	
	Security enhancements for NB-IoT
	SA #76 (June, 2017)
	



11		Work item rapporteur(s) *	Comment by John M Meredith: The name of a physical person. If the person is new to 3GPP work, give full contact coordinates, in particular, email address. 
 Peng Jin, pengjin@chinamobile.com (China Mobile)
12		Work item leadership *	Comment by John M Meredith: Identify the lead working group (or parent Technical Specification Group) responsible for coordination of the work.  Mention also any other groups from which input may be required.
		SA3
13		Supporting Individual Members *	Comment by John M Meredith: See 3GPP Working Procedures, article 39, which specifies the minimum number of supporting IMs required (four, at the time of creating the present form), and the duties of those organizations. There is no upper limit to the number of supporting IMs.
	Supporting IM name

	



